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Cathay United Bank (CUB) is a subsidiary of Cathay Financial Holding
Company, the largest private business financial holding company in Taiwan.
The Bank is a full-service bank serving consumers and businesses with over
one hundred and sixty domestic branches and numerous overseas offices.
For businesses, CUB offers a complete line of products and services, as well as
experienced staff members who are committed to providing comprehensive
and highly secured banking solution in helping their customers to achieve
business success. Many famous e-commerce companies in Taiwan have
selected CUB to handle their important cash flow and delivery, such as
PChome & Yahoo. For consumers, CUB offers different consumer banking
products and services to meet the financial needs of individuals as well as
families; for the Internet and mobile banking needs, CUB offers its innovative
and industry-leading 24-hour Internet services in withdrawal, deposit, credit
card, fund, trust, insurance, securities & futures, etc, which is a real “one-stop
shopping” service experiences.
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With the rising trend of mobile computing in recent years, CUB took
the industry lead by launching “My MobiBank” to facilitate the
mobile banking services and as the first bank in Taiwan to provide
bank account services on the smartphone. In order to continue
attracting new customers and enhancing the brand image as well as
encouraging more usage of the banking services, CUB was seeking
for a solution that can support various mobile devices for
non-agreed account transfer and offer sufficient protection to
customers against the increasing security challenges and fulfill the
rising needs of online transaction.
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A reliable security measure with stronger authentication and
transaction signing capacity to enhance the security of its
Internet banking services

e Market-proven 2FA Security Token solutions
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Safeguard online banking transaction to provide customers with
trusted and secured Internet services

Provides convenience and cross-device (e.g. PC, mobile, tablet,
etc.) and cross-country payment services

Strengthen services with 2FA security banking solutions, which is
a best tool for expanding business in the Greater China area

e Extend the solution from customer services to internal
authentication services and diversify services offering via OTP
appliance

Cathay United Bank solidifies its Leadership Position in the Banking
Industry with Automated’s leading IT services and i-Sprint’s 2FA Security
Token Solution

According to a 2011 Forrester study on the U.S. banking statistics, even though
the number of online bankers has consistently increased, the overall ratio of
them (35%) out of all bankers stayed the samei. For the non-adopters of online
banking, the biggest concern is security and privacy. This presents huge
opportunities for banks once the security concerns are appropriately addressed.

Meanwhile, over the past year, the number of mobile payment users has risen
from 160.5 million to 212.2 million, according to Gartner. By the year of 2017,
overall purchase volume over mobile devices will exceed USS1 trillion,
projected by IDC Financial Insights. Out of these mobile payment users, 48% of
the users are concerned about security, and 22% do not fully trust in the
technology to process transactions properlyi.

Taiwan Automated Systems Limited (Automated), a subsidiary of Automated
Systems Holdings Limited (ASL) who is a leading IT services provider in the
region, has the capability to address the growing concerns. It has numerous
partnerships with IT vendors across the Asian Pacific region and track records to
provide security solution. ASL sees that the real demand is just starting to rise.
An even higher security standard is soon to become the norm, especially for the
organizations like government agencies, universities, and financial institutions
which are more vulnerable to security threats.

Cathay United Bank, one of the leading banks in Taiwan, was trying to figure out a
way that echoes the rising needs of online transaction and security challenges. To
meet the security standard of the Bankers Association of the Republic of China
(BAROC) was one thing, whereas protecting the interest of their huge customer base
and facilitate their need has always been the goal. Therefore, instead of tackling an
array of security threats one by one, it makes more sense to deploy a proactive and
comprehensive solution that opens up new horizons of digital life.



PR - ERBHLEEBRITLREMNITIAR
ERREA—EREALXZHERK  BRUESZLBIN
MEEE R BEEBEE(OTP) - EEKMRMA —EHE
W EUBRE DN EZ 2R - fINEREEBNFERR
REFBNEEMRE - ZEL  OTPEEBSEREM » BE
BEBERMEUFRERAEAL TR UEEZ2HE - fl10
ERAEERFHRERRN  IEEEFRESATHER
2 YEABEQRENERDE  ELEBETOTPESHRE
B BfAEEBEER T RESERAL - At - 5—1@
MREBHEREREIRROTPHVEIXT £ - B2 IRE (Token)
WARREFENFRILE - AT IBETRRE - 242
TERVBEARINEE ©

R - FRRIRITEAEABESL » MBTASMAREL—EE
ITHYZESREE o BERELMBEITHRERMUBE RV E] - (BRI
ENBOEREHE LRITHZEEEFE - AIREEIBIE
EREREERNEFERERR—ETTRENESE  MAD
REEHRREEEREN M ERRE - ELtEAutomated&
ESILEHBINRETTE) - RETENEREE - BSREENLER
BRERZEZEE - REAFEEANNREIRRERRITED
BEH  REREBZSHLERERREREEMLE  BR
ZENFRRITIRBRAR AP EERDERSE -

FR - i-SprintE A FREEBEBRAR

Bl SRt 2 BEB AN S RB AR » SHZRTEK
PETEERENTML  SLEBESESADNKRRIANAR
LR T RERITENRINTE - Automated REETIHER
HHITIRIEAENESE B - Automated—EH N RIESHRE
RS FUtEZEEFEERABASLH 2 EME D Ai-Sprint
Innovations(i-Sprint) 12 (Y S B ARFF A © i-Sprint2 — K
BN EMZZREEAT AR  EHEREH
KENSR MR CERMHR2ARNSEEEAR -
i-SprintfV EE FREMBAS REERIEENRHURERS
Z2 0 BESFUERE—(EEMZEMESR  AURE
EFEMHERE S S o IRITIHB4AMIRITEF —{E/RE (token)
FARELEBEEBNFERE
UEFEEARPER - BTHAER
ZoEHAEERFHARBIEH—E
A ERIIERRIATFER
B Al i AR EE R (Pluggable
Authentication Module, PAM) @ 4
TETMSLEZNRES L miE
TEE Mt 2 Bl SRt B ARI-Sprintdy
R REARERZ — -
BEERSRFHNKHERAEMS
AEBENSI B RRIEER
B (OTP hardware token) » LtiEF
A EBELBEBRRITRARAN
WERZE - G—ERFERTH
HENBFEFEAENRSETRY  HENEEIREIE
FREZ—ERS - @ SRS HRTESESHKMNESR
HARZXZHAALEBL AN T2 BEF T BFHER
TEHEESHMAERR - BRtEREAFA—ELRH
BERFFE  ETANRRREHESH LR
EFTEL - Automated I ARBELZ2EREE - BFER
HES - URTHREZESEELR  BRAABBERS
BRI RAEFARWEE - HRER FREHNREZR
HEMS R —EHMNEIN - BILtAutomated#i-Sprint% Bl 2=
HERHEELEHBMNES  HRRES  ERAZES -
DEREEERE - MR ABR Y ZRUEREEMNES
HERIHERESES  BRBANMERE LRTEMAREXA
BHEERXHREHEMES - Automated EITIRISEH S RS
HNEE o FERABREENEFTZMH - Automated
EEEERC|IATERNSEER  ALBETRAEEES
WER  RERZASEBNRHIHZ2BRREARR  fla
Hig - 2288 ERIERKS  EREZERIREZHHE
(OTP)BRFEHIEL T HE L o

HiE - B EREE

Automated— U5 = B9 TAR 5 ANi-Sprint AV [H 73255 L 2R
FREFTESEFAT  tHHESEEEREEREE
AT A BRI SRESBNEFERIRE - EEBIEEN
RETHPNIRMES  BEERECHAENESEE B
RFEEE —EEEHE Z2MIEBANENEE - LB
HRtAHMSREEREMRBUZE QBRI LESIRE
FHERFNEK  RFLRESTSENCENELTN
S AER A SERIRE o

Automated Systems (HK) Ltd.
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2FA Security Token of CUB

15/F.,, Topsail Plaza, 11 On Sum Street, Shatin, Hong Kong
Tel: +852 2601 6998 | Fax: +852 2608 6936 | Website: www.asl.com.hk | Email: enquiry@asl.com.hk

Challenge - First initiative in Taiwan to launch mobile banking solutions

In deploying a solution for secure online transactions, CUB’s first must-have in
mind was a one-time password (OTP) mechanism, an easy option to resolve part
of the security concerns, such as replay attacks when the static password has been
obtained by the attacker. In fact, OTP had already been widely deployed, but it is
not enough to fend off the security threats with the SMS alone. There are cases
when the phone number of the user was changed or the smartphone was infected
with Trojan virus, and using the SMS forward services of telecommunications
services providers. Both enable the OTP to be forwarded and so on; furthermore,
the SMS cannot be delivered across country, which is not suitable for traveling
merchant. Therefore, another key mechanism to consider is the method of
delivering the OTP. A hardware token has been sorted to be the answer. It can
oppose to interception, which ideally should enable offline encryption.

However, online banking in Taiwan is only an initiative and the BAROC yet to
enforce a universally applicable industry standard. No peer banks had ever done
this before. CUB’s effort would set the bar higher for the security standard of online
banking. Seeing this as an inevitable trend in the exponentially growing
e-commerce area, and a must-have measure to define the industry standard and
serves as the international gateway, CUB put this plan into action with Automated
to deploy the entire project. The ultimate goal of CUB is to resolve the security
issues, make it convenient for the users instead of using physical ATM, and to
extend its business not only electronically, but also geographically, as secured
Internet banking service is essential for banks to develop business in Greater China.

Solutions — i-Sprint 2FA Security Token

In selecting a partner for this innovative endeavor, CUB went through a
thorough review process with different vendors that all had impressive
portfolios and successes in various aspects and sectors. With the proven
capability in IT services, Automated stood out from the pack. Automated is
committed to provide quality services. It recommends a strong versatile
authentication (2FA) platform provided by i-Sprint Innovations (i-Sprint), a
wholly-owned subsidiary of ASL. i-Sprint is a regional Information Security
Software company with its headquarters in Singapore. It specializes in providing
premier credential and access management solutions for global financial
institutions and highly security sensitive environments.

i-Sprint’s 2FA solution includes Transaction Signing capabilities for transaction
protection, which provides an additional layer of security solution for CUB to
verify customer’s online identity. Internet banking customers will be provided
with a token to generate OTP and Static password for
accessing personal account details and to perform online
transactions and with data transaction capabilities. The
2FA solution also provides an extensible and future proof
Pluggable Authentication Module (PAM) to support a
wide range of authentication method in the market
which is one of the key considerations for CUB to adopt
i-Sprint’s solution.

The most visible deliverable of this transaction process
for the end user was the OTP hardware token, a new
measure adopted by leading international banks as the
new industry standard. Each token has already been
matched with the particular user’s account once they are
issued, which thus will not affect another account if
swapped. Furthermore, it eliminates the need for
physical ATMs, as lots of transactions can be securely and
conveniently done this way, which essentially saves the cost on the deployment
and maintenance of physical ATMs. It also enables CUB to offer more online
services in the near future by leveraging a common 2FA platform.

On the execution side, Automated’s extensive experiences in managing
large-scale security projects, integration of cross-platform systems, and
customized services support that ensure all unique system can be
complemented well with the 2FA platform. Since 2FA technology was new to
CUB, Automated and i-Sprint had educated CUB on this latest technology from
system architecture, application integration to operational requirement. They
also advised CUB on the technical integration and infrastructure setup to
ensure existing Internet banking applications could be seamlessly integrated
with the 2FA solution. Automated’s leading position in the IT services and
financial sector proved to be a great partner to CUB. Automated is leveraging
the industry best practices into the project. It was attentive to different
operation areas from implementation to end-to-end token deployment
process, such as Procurement, Security Administration, Customer Help Desk,
etc., which can be demonstrated with the successful launch of the 2FA Security
Token Services.

Conclusion — Set a new standard for the industry

Automated’s one-stop IT services and i-Sprint’s 2FA security solutions that are
starting to gain presence in the customers’ pockets, who helped CUB solidify its
industry leading position with the ever-changing e-commerce environment today.
This collaboration and the ongoing implementation of the new technologies will
continue protecting the user’s valued assets, making their digital life increasingly
easier, secure and boundless. This opens up an array of opportunities for the peer
financial institutions to reach customers who are increasingly mobile and are leading
more versatile life, and is also a wake-up call to businesses in all sectors to greet this
new way of payment and living.

i Forrester Research: http.//www.forrester.com/Boosting+Online+Bill+Pay+Adoption/fulltext/-/E-RES60943

November 3, 2011

ii Packaged Facts:http.//www.packagedfacts.com/Alternative-Mobile-Payment-6501335/
November 2012
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